
The 2026 CISO Regulatory & Liability Checklist (HR
Edition)

Purpose: To align executive compensation with the personal legal risks introduced by the EU NIS2
Directive, and to ensure continuity, retention, and audit-ready leadership for regulated entities.

1. Statutory Risk & Role Classification

• Confirm whether the organization is classified as an Essential or Important Entity under NIS2.

• Explicitly document whether the CISO role carries named accountability for governance or
incident reporting.

• Verify internal acknowledgment of NIS2 Article 20 management liability exposure.

• Confirm whether the CISO is referenced in regulatory, audit, or supervisory documentation
(ANSSI / BSI).

2. Liability Protection & Insurance Coverage

• Confirm existence of D&O; Insurance with dedicated Side A coverage for individual executives.

• Assess whether the corporate D&O; policy prioritizes board members over senior management.

• Provide budget or stipend (benchmark: 8–12% of base salary) for personal Difference in
Conditions (DIC) coverage.

• Evaluate availability of Personal Cyber-Liability Riders for governance and reporting exposure.

• Ensure coverage applies even if corporate insurance limits are exhausted.

3. Contractual Safeguards & Legal Defense

• Include an explicit Indemnification and Hold Harmless clause referencing administrative liability
where legally permitted.

• Guarantee access to independent legal counsel specialized in cybersecurity and regulatory
enforcement.

• Ensure run-off (tail) coverage for at least 72 months post-employment or contract termination.

• Clarify protection boundaries related to third-party failures and internal policy breaches.

4. Governance, AI, and Operational Risk

• Confirm existence of a formal AI and Shadow AI governance policy.

• Document that liability for unauthorized AI usage by staff does not default to the CISO if controls
were defined.

• Ensure reporting timelines and escalation authority are contractually aligned with regulatory
expectations.

5. Retention, Continuity, and Board Alignment

• Acknowledge the liability stipend as a regulatory risk offset, not a performance bonus.



• Confirm that compensation structure supports unencumbered security decision-making.

• Validate that HR and the board understand the retention risk of unprotected CISOs during audits
or incidents.

This checklist is designed to be shared directly with HR, Legal, and Board stakeholders as part of
executive compensation and governance discussions in 2026.


